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- Introduction and household announcement. - Information security and Cyber Security

- Baseline measurement role, audit, control or review. - Selection of security measures

- ASSIGNMENT: SCOPING - Human aspects around information security
- Standards and frameworks for Cyber Security - Risk management

- Information Security Management System (ISMS) - Privacy aspects of information security

- The risk of interfacing systems and data - Cloud computing

- Data breach reporting obligations - Security Incident and incident response

- KPIs for ensuring privacy - Business Continuity - Audits and results

- Security Scans - ASSIGNMENT: EXAMPLE DATA BREACH

- Penetration testing and Red Team / Blue Team testing
- Access control (Identity Management & Access Control / IAM) - DEMO: How to hack a user account
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